SWS - Tools Menu - Options -
Password Options

The Password Options set the expected values for creating passwords for users and BoldNe

Use the options available on this form to define the minimum complexity requirements for passwords and account
lockout rules.

Fasswords

Restrict Password Reuse: I

Minirum alpha characters: |2—j
Minimum numeric characters: I'I—j
Mirimumn syrmbolic characters: I'I—j
Minimum pazsword length: IB—j

Require mixed-case; v

Restrict character sets: I

Login retries before lockout: IS—j I Unlimited retries
Lackaut periad [mins): Wj‘ I Lockout indefinitely

When you select the Enhanced Security checkbox, the following applies:

e Restricted letter or number sequences (for example, 567 or ghi).

e Restriction of previous passwords.

e Restriction of the User name as part of the password (for example, User1 cannot have a password of User159).
e Resricts the User ID itself.

e The User ID must be at least six characters.

e The password can’t be “password.”

Note: The Enhanced Security option is per a UL 1981 requirement.



