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1. Youwant to change "System Reports" within the Supervisor Permissions Profile. You go into Edit mode, select the
Supervisor Profile, and highlight System Reports:
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2. By default, the following permissions are set as follows:

—
Client Application Visible | Use Defauls | Inherited From

b | (Supervisor Prolle Defaults} ~ r
Operator Workstation F ~ {Supervisor Profile Defaults)
Supervisor Workstationn ~ ~ {Supervisor Profile Defaults}
BoldNet FDA ~ ([ {Supervisor Profile Defaults}
BoldNet Siveight F ~ {Supervisor Profile D efaults)

3. You want "Supervisor Profile Defaults" and every item under it (Allow Override Destination, Report Queue, etc.)
to lose the ability to view the items. So you check the "Replace permissions on all child objects..." option and then
select the top "Visible" checkbox which then removes the checkboxes on all of its child objects:
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Supervisor Workstationn ™ 2 {Supervisar Profle Defauls}
BoldMet FDA ~ ~ {Supervisor Profie Defaults}
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4. When you drill down into System Reports you will see now that all of its child items have lost the visibility setting

as well:
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5. Next, you only want to change Visible capability for the Supervisor and Operator Workstations at the top "System
Report" level only, leaving all child objects without this permission. Select "System Reports" again:
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6. Then, in the Permissions table unselect the "Replace permissions on all child objects..." option then select the top
"Visible" checkbox. Now only this top level has the Visible option enabled:
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7. Upon drilling down, you will find that all of its child objects have retained their setting:
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SWS 1.6.1 and later gives you the option to revert settings to a higher level setting. It is the "Use Defaults" setting,

as follows:
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"Use Defaults" uses hierarchy and inheritance in two (2) ways as follows:

8. When "Use Defaults" is selected in the first line of the Permissions table (for example in the picture above this
would be "Template Profile Defaults") it will revert to the Profile level above itself - in this case it will revert to the
Global Template Defaults.

9. Any items below the first line are considered child items, so clicking the "Use Defaults" checkbox on any of these
child items will make them inherit permission from that top item. In the example above, Operator Workstation
and all items below it are child items of the {Template Profile Defaults} item.



Note: The Global Template is the highest level template so if you are editing the Global Template, there is nothing
higher to inherit so the "Use Defaults" checkbox is irrelevant.

Note: The "Replace permissions on all child objects..." checkbox will function as described in the previous section.

Example

Open Permissions Profiles and perform the following:

1. Highlight "Maintenance" on the left and change the drop-down Profile menu to "Administrator".

View | Mew | Edt Dielote | Save |
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2. Thenclick [\ 7777777 Edi ‘| at the top.

3. Note that the "Inherited From" column gets its settings from the Administrator Profile (since this is the profile you
have selected from the Profile drop-down menu):

—
Client Application [ visbte | UseDefauls §

P | {2 dmiristrator Profile Defaults) = r
Operator 'Workstation = v
Supervisor Work stationn = =
BoldMet PDA v 2
BoldMet Sikvedight = a

If you were to unselect the visible column on the top {Administrator Profile Defaults} line, all items that have the
"Use Defaults" selected will lose the visible checkbox as well:

Permizsions
Client Application [izible WUsze Default: | Inherited From
P | Administrator Profile Defaults} [] [
Operatar Workstation [ v {Adrministrator Profile Defaults}
Supervizon Workstationn [ v tAdministratar Profile Defaults}
Eoldet POA [ v {Administrator Profile D efaults}
Boldh et Silverlight [ v {Adrministrator Profile Defaults}

Additionally, if you were to then select the "Use Defaults" checkbox from just the top "Administrator Profile..."
line, every line below it would receive the same [Global Template] settings as follows:



——
Client Application Visible | Use Defaults | Inherited From

P | iadministratar Profile Defaultsh [ v {Global Template Defaults}
Operator ‘Workstation [z M {Global Template Defaults}
Supervisor workstationn 2 M {Global Template Defaults}
BaoldMet PD& ~ 2 {Global Template Defaults} [BoldMet PDA)
BaoldMet Sitverlight ~ 2 {Global Template Defaults} [BoldNet Silveright)

On the other hand if you were to uncheck the "Use Defaults" column for any of the objects, they would lose the
inheritance from the parent object and retain their own setting regardless of how their respective parent objects
are configured going forward.

SWS 1.6.1 and later deals with user account and group permissions in a new way as well. To view some of these
differences click on the Maintenance Menu -> Users Groups.

You will find that the "Permissions Profile" properties has been simplified, containing only one setting for an
Operator Profile:

Frofiles

Fermission Profile: |<Nu Profile> ;I

Previous Manitou versions had an Operator and Supervisor Profile integrated into this section.

Like User Groups, the Users form (Maintenance Menu -> Users) previously had Operator and Supervisor Profile
selection combo boxes. This has been reduced to a single Permission Profile option and moved to "Security
Restrictions" within the Users form:

Secuity Restictions

User Group: |Supervisor =]

Dealer: >
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Access: | =
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Accounting Access: |<User Group's Access> =]

By default, when creating a user, the group association will default to the "User Group's Profile" setting. This
means that the user will inherit all of the permissions settings as seen in the prior Editing Permissions section. For
instance, a user assigned to the "Supervisor" User group will receive the "User Group's Profile" setting by default.

Following is an example of the Supervisor Permissions profile:
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There are a couple of reasons one may want to create a user account that has a different User Group and Permission

Profile assignment.

1. This provides an extra layer of customization, giving Manitou users even more flexibility with user rights
assignments and permissions.

2. Thereis an additional set of options that can be assigned to user groups (Maximum logged on time, inactivity time,
the Call Types they are allowed to receive, etc.) that are not available in the Permissions Profiles settings.
Following is an example of the additional options available to the "Administrator" User Group:

Usger Groups
|dzer Group: 1
Drescription: |.t’-‘n.dministrator

Security Restrictions
Dealer: I = I
Branch: I E I
Access: | ;I
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Accounts Uzer |D: | ;I _I
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When trying to find a permission, it may be helpful to use the search field, as follows:



Descrphor:
| e M |

Pt P Datals

R BV,

Comment: [7 Vishla/ilowed [ Editable

I Addable ™ Delstable

Chent Apphcat [Wisible | Use Defaulls | Inberted From

¥ | Gupervizos Prodie Defauitst [ |

Diperator work " Fr' [Supervitor Frofie Delsds]
Supervisa Worksationn F o {Supervizor Profs Defuubs)
EoldNet FOA F o {Supervisor Profils Diefauls)
Bokdhet Sibverbght " F {Supervizor Frolie Delsbs}

To perform a search, type a word such as "change", then press Enter on your keyboard or click the magnifying
glass ( @ ) icon next to the search field. Then Manitou will find all instances related to the word "change" and
highlights them in yellow, as follows:



Profile Permissions

Find:  |change il x]

=-Application
Change Password
Close
Close All
Lock Station
+ Portal Options
Print
FProperties
= Maintenance
+ Administrative
=-Agency
+-Authority
= Branch
Adhvanced Options
Attentions
« Call Lists
Change Request
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+ Contact List
+ Contact Foints
# General Schedules
= Maintenance lssues
Scheduled Reports
= Statistics
= Customer
# Access Control
Accounting Account Nurmber
Accounting Company
Action Patterns
# Activity Log
Address
Advanced Options
AreaFill
Aftentions
Auto Cancel
= Call Lists
Change Request
Class Code

Setup

Be sure to scroll down as there may be additional results, deeper in the list. The search function will also find
partial matches. For instance, if you search for the word "work" it will also find words like "Network".

To clear the search field and start again, simply click the Xicon | -ﬂ ) located next to the magnifying glass icon. It

may be helpful to know that you do not need to be in edit mode to find search terms.

Operators

A Central Station may choose for Operators to only handle alarms, and therefore do not need access to the
Maintenance menu in the Client Workstation for data entry. Thus, the Administrator in the Supervisor Workstation will
set the Permissions for an Operator to disable all menu functions, including customer data entry, Reports, File menu
options, and Tools to disabled or hidden. Under the Operations functions, all alarm handling permissions would be

enabled.



Data Entry

Likewise, a Central Station may wish to enable specific users to only handle data entry, such as entering new customer
information or maintaining customer records. Once the User Group is set up, the Administrator may choose to give
access to only the Maintenance menu and withhold access to any other menus in the Client Workstation, such as alarm
handling.

Trainee

Sometimes, a Central Station may choose to set up a "Trainee" User Group for new Operators learning to use Manitou.
The permissions for a Trainee may be limited to customer maintenance, scheduling reports, and small tasks such as
putting an account out of service before learning to handle alarms. Therefore, restrictions may be put on alarm
handling, including canceling alarms from the alarm queue, pre-cancels, or alarm tracking, but enabling options such as
scheduling reports or editing customer records. Additionally, Administrators may wish to first set the Trainee User
Group to "View Only," and create a View Only profile in Permissions. Administrators may then set all functions to
viewing only, where access may be visible, but not enabled for the Trainee. This would allow the new Trainee to become
familiar with Manitou without having the ability to utilize any Manitou functions.

Permissions have been enhanced significantly in Manitou 1.6 affecting the entire suite: Manitou Server, Manitou
Clients and BoldNet. Following is a brief overview.

Note: The differences in 1.6 are enhanced and different enough from previous versions of Manitou, that they warrant
special attention. If not understood properly one could encounter unexpected results and in a worst case scenario give
way to safety or security risks. So please take extra care when reading this section.

Terminology Note: The following hierarchal structure will be used to edit Permission Profiles:

Praofile Permissions

Firck: al x|
=-Application = PARENT
-Change Passward CHILD
~Close

~Close All

~Lock Station

-Entity Management

----- tenu Configuration

----- Portal Configuration

The top-level nodes will be referred to as "Parents" whereas the items below these top nodes will be referred to as
"Children". In the picture above, "Change Password" is a Child of the Parent "Application".

Child objects can also be parents. For instance, in the picture above, the "Portal Options" object has a few child objects
including "Customization Toolbar".

Note: These terms and concepts regarding hierarchy must be understood in order to grasp the further intricacies of
Manitou 1.6 permission settings.

Should a new User Group need to be created, the first step is to create a new Profile type in Permissions.



1. Open the Permissions form by first clicking on the Maintenance menu.
2. Select Setup.

3. Select Permissions.

4. Click onthe Template mode.
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5. Click on the Edit button to put the screen into Edit mode.
6. Click on the Types button located above the Permissions templates list.
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7. A Profile Types box will appear. Click Add to add a new Profile Type:
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8. Enter the new Profile name.
9. Click OK. The new profile type has been created. However, the new User Group requires additional creation in

the



10.

11.
12.
13.
14.
15.
16.
17.
18.
19.

First, log out of the Supervisor Workstation and log back in for the new changes to take place. This will enable the
new Profile type to be listed in the User Groups section.

Click on the Maintenance menu.

Select User Groups.

Click on the Edit button to put the screen into edit mode.

Click Add.

Enter the description of the new User Group.

Click OK.

Under the Profile Name drop-down menu, select the newly created profile.
Enter the appropriate settings for the User Group.

Click Save.

After the User Groups and Profiles have been set up, the permissions for each User Group must now be applied.

1.

O 00 N O

Set the Permissions screen to Setup mode.
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. Click the Edit button to put the screen into Edit mode.
. Expand the Supervisor Workstation permissions tree by clicking on "Supervisor Workstation Permissions" in the

Templates list.

. Select the Profile type that should be adjusted, and expand the Profile type. For example, under Supervisor

Workstation Permissions, expand Administrator or Operator.

. Under the Permission Details section of the screen, Permissions options will appear. If the option appears in

green, it may be edited. If the option appears in red, it may not be edited.
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. Continue expanding the Permissions tree until the menu to be edited is found.

. Once the desired menu is found, locate the Access column in the Permissions Details portion of the screen.
. Click in the Access column of the appropriate menu function to bring up a downward-pointing arrow.

. Click on the arrow to display the Access options:
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10. Select from the following Access options:

e Visible/Enabled - This menu function will be visible to this User Group and may be used by the User Group.

¢ Visible/Greyed Out - This menu function will be visible but not enabled (greyed out) and cannot be used by the
User Group.

e Hidden - This menu function is hidden and will not be displayed or enabled to the User Group.

11. Once the Access options have been set, click Save.

Additionally, Manitou provides templates for setting up basic client and Supervisor permissions. These templates can
be exported and imported. The permissions templates are normally imported upon the initial setup. The removal of old
templates deletes all settings. When a new template is imported, all permissions will require resetting the permission
restrictions for all the User Groups.

1. Bring up the Permissions screen by first clicking on the Maintenance menu.
2. Select Setup.

3. Select Permissions. The screen will default load in Setup mode.

4. Select Templates from the Mode settings.
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5. Click the Edit button to put the screen into Edit mode.
6. Click on the Import button located above the Templates list. A Load Template File list will appear:
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7. Select either Profile_0O_0.txt or Profile_O_1.txt.
8. Click Open. The Template is now imported.

9. Click Save.

1. Select Setup.

2. Select Permissions. The screen will default load in Setup mode.
3. Select Templates from the Mode settings.

Bring up the Permissions screen by first clicking on the Maintenance menu.
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4. Click the Edit button to put the screen into Edit mode.
5. Select the template to be removed from the templates list.

6. Click the Remove button. A Remove Template box will appear:
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7. Users may opt to remove the template from either the Client (Operator) Workstation or the Supervisor
Workstation. Select either the Client Workstation or the Supervisor Workstation. If the template must be
removed from both Workstations, repeat the removal process to remove the template from the second
Workstation.

8. Click OK.

9. Click Save.



