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Permissions Overview

Permissions levels can be used to limit access to various user functions in the Manitou and BoldNet
software. User Permissions for Manitou, BoldNet PDA, and BoldNet Silverlight can be modified using the
Manitou Supervisor Workstation. To access the form, navigate to the “Maintenance” menu, and click
“Setup” and then “Permissions” as shown in the following screenshot:
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Once you click “Permissions”, the following form displays:
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Wigw Mew Edit Delete Save Cancel
Profiles
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As shown, the form includes the following four variables you can use to define a user’s access level:

® Applicable Permissions
® Permissions Profiles

® Navigation Tree Items
e the Permissions Grid

The following sections provide a more detailed explanation of each of the four Permissions variables.

Applicable Permissions

Manitou Supervisor Workstation users can restrict Manitou access by limiting any of the following four

capabilities:
*  Visibility
e Addability
e Editability

e Deletability

Note: not all Navigation Tree items include checkboxes for every Applicable Permission. Only the
Applicable Permissions relevant to the Navigation Tree Item(s) selected display in the Permissions Grid.

The following screenshot displays the mechanism by which these capabilities are defined:
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How these capabilities are applied depends on which item(s) is/are selected in the Navigation Tree. For
example, if “Access Control Card Formats” is selected in the Navigation Tree as shown in the screenshot
below, the user can see, add, edit, and delete Access Control Card Formats in the Manitou Supervisor
Workstation.
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In the following example, however, the user can only see Event Maps in the Manitou Supervisor
Workstation. He is restricted from adding, editing, and deleting them.
iew Mew Edit Delete
Frofiles
Prafile: Description:
|Fu|| Acoess j |FuII Access Add | Remaove | LCopy |
Profile Permizsion: Praofile Permission Details
Find: ,—ﬂ ﬂ Permizsion: Event Maps Applicable Permizsions:
— Comment; [+ Visible/&lowed [ Editablz
# Application o 7 Addabl 7 Deletable
=-Maintenance
=-Adminigtrative Replace permizgions on all child objects with my changes. Changes are made and
Accezz Contral Card Formats queved in realtime until saved or cancelled.
Accounting Companies Pormissions
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Aﬂgi?y's; spes Client Application Vishle |Add  |Edt | Delste | Use Defadts | Inherted Fram
& Audit Trail P | {Full Access Profile Defaults} W r r r r
Class Cades Supervizor Warkstationn v o o |— v {Full Access Prafile Defaults}
Configuration
Contact Point Types
Contral Panels
- Country
Event Categaries
Ewent Code:

It is also important to note that Applicable Permissions for the add, edit, and delete functions depend on
the Navigation Tree item being visible. You cannot, for example, allow a user to delete Event Maps if he
does not have the ability to see Event Maps Permissions settings. Items must be visible (at a minimum)
before any of the other Applicable Permissions can be set.
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Permissions Profiles

The Supervisor Workstation Permissions form includes various Permissions Profiles. You can also create
your own profile.

The Supervisor Workstation allows for multiple Permissions Profiles because Manitou users with
different skill and experience levels may require different access. You would not likely allow a brand new
Central Station Operator the ability to delete Call Lists. If a new Operator has that power, nothing is
preventing him from destroying a large portion of your Customer data. Granting a new Operator “Read
Only” Permissions, on the other hand, prevents the risk of data loss.

Also, selecting the appropriate Permissions Profile for a user prevents you from having to define
Permissions for every Navigation Tree item in the list. When we select the correct Profile, Permissions
are automatically set for every Navigation Tree item.

Selecting a Permissions Profile

In the following basic Permissions Profile example, we will select and apply the “Data Entry” Permissions
Profile from the list. The “Data Entry” Permissions Profile generally allows full access for the Manitou
Supervisor Workstation and BoldNet, but restricts an Operator Workstation user’s ability to delete data.
We have included the “Data Entry” Permissions Profile for example purposes only.

Perform the following steps to select and apply an existing Permissions Profile:
1. Open the Manitou Supervisor Workstation.

2. Navigate to the “Maintenance” menu, and click “Setup” and then “Permissions”.
Result: the following Permissions form displays:

Wiew Mew i E dit ! Delete Save Cancel

Profiles
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Profile Permissions Prafile Permizzion Detail:
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Setup

Bold Technologies | _



Click the “Profile:” dropdown menu.

Result: a list of available Permissions Profiles displays as shown in the following screenshot:
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Select the “Data Entry” option from the list.

Result: the “Data Entry” Permissions Profile displays as shown in the following screenshot:

Wigw Hew Edit Delete
Profiles
Profile: D ezcription:
|Data Ertry ﬂ |Data Entry | |
Profile Permissions Profile Permizsion Detailz
Find: ,—ﬂ ﬂ Permission: M aintenance Applicable Permizsions:
S Carmmmert: [+ Visible dlowed [ Editable
# Application 7 Addable 7 Deletable
B-Maintenance
-0 perations
-System Feports
i Iemlplates Permissions
e Client Application Visble |Add  |Edt | Delets |UseDefauls | Inherited From
B | {Drata Ertrw Profile Dafaults! W ~ W o r
Operator 'Woarkstation 3 ¥ 2 r r
Supervisor ‘Workstationn [+ I+ [ I+ I+ {D ata Entry Profile Defaults}
BoldMet PDA [ ¥ i ¥ ¥ {D ata Entry Profile Defaults}
BoldMet Sikverlight ¥ I ¥ I I {D ata Entry Profile Defaults}

Expand the nodes in the Navigation Tree, and view settings for the “Data Entry” Permissions

Profile.

Make any necessary modifications, and then click “Save”.
Result: the “Information” window displays as shown in the following screenshot:

Information
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the application.

\'J) Changesz will naot take effect until the nest logon o

7. Click “OK”".
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8. Close and reopen the Supervisor Workstation to apply your changes.

Adding a Permissions Profile

You can add a new Permissions Profile in the Manitou Supervisor Workstation. In the following example,
we will add a new Permissions Profile for our brand new Central Station Operator. Because the new
Operator could add, edit, or delete important data (possibly in error) if given unlimited access, we want
to create a Profile to limit the user’s access to “Read Only”.

Perform the following steps to add a Permissions Profile for “Read Only” access:
1. Open the Manitou Supervisor Workstation.

2. Navigate to the “Maintenance” menu, and click “Setup” and then click “Permissions”.
Result: the following form displays:

Wiew Mew Delete Save Cancel
Profiles
Profile: Drescription:
|{G|oba\TempIate Defaults} ﬂ |Templale | | |
Profile Permissiors Profile Permission Details
Find: ,73 ﬁ Permission: Application Applicable Permissions:
— Corment: [+ VizgbledAlowed [+ Editable
@ fpplicalion 7 Addatle 7 Deletable
# Maintenance
-0 perations
%-System Feports
: i:;ﬂlzlales Pamissions
Client Application Visible | Add Edit Delete | Usze Defaults | Inherited From
P | {Template Profile Defaults} W (Cd ) V r
O perator Work station W v V V ¥ {Global Template Defaults}
Supervizor Wrkstationn W v V V ¥ {Global Template Defaults}
BoldMet PDA w (5 V¥ ~ r
BaldM et Silverlight v v v v I
Setup

3. Click “Edit”, and then click “Add”.
Result: the “Add Profile Type” window displays as shown in the following screenshot:

Add Profile Type

Frofile Dezcription; ||

Cancel

4. Enter a description, and click “OK".
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Result: the “Add Profile Type” window closes, and the system returns you to the main

Permissions form as shown in the following screenshot:

Wigw Mew Edit Delete
Prafiles
Profile: Drescription:
|Fiead Only | |Read Only g | fierog | Cory |
Profile Permissions Profile Permizsion Details
B ,73 ﬂ Permizzion: Application Applicable Permissions:
— Comment: [+ Visibledallowed [+ Editable
% Application 7 Addable 7 Deletable
#-Maintenance
#-Operations v Heplace_ permis_sions an all child objects with my changes. Changes are made and
#-System Reports queued in reaktime until saved or cancelled.
i iemlplates Permissions
e Client Application Visble |Add  |Edt | Delete | Use Defauks | Inherted From
» ¢ {Read Only Profile Defaults} Iv Iv Iv Iv Iv Global Template Defaults:
Operator Workstation 0 0 0 0 0 Global Template Defaults}
Supervizor Workstationn 0 0 0 0 0 Global Template Defaults}
Baldhet PDA 0 0 0 0 0 Global Template Defaults} (BoldNet PDA]
Baldret Silverlight 0 0 0 0 0 Global Template Defaults} ([BoldMet Silverlight)

Note: because the new Read Only Permissions Profile is based on the “Global Template
Defaults” Profile (full user access), it is necessary to modify the Read Only Profile settings so that
it only allows Read Only access.

Select the “Application” node in the Navigation Tree.

If not already selected, choose the “Replace permissions on all child objects with my changes...”
checkbox as shown in the following screenshot:

v Replace permizzions on all child objects with my changes. Changes are made and
queued in real-time until zaved or cancelled.

Note: in order for the changes you make to Parent nodes to apply equally to Child nodes, you
must select the checkbox before making any Permissions changes.

Deselect the “Use Defaults” checkbox on the “{Read Only Profile Defaults}” line of the
Permissions grid.

Also deselect the “Add”, “Edit”, and “Delete” checkboxes on the “{Read Only Profile Defaults}”
line of the Permissions grid as shown in the following screenshot:

Bold Technologies | _



igw Mew Edit Delete
Profiles
Profile: Description:
|Read Orly | |Read Orly Add | Femave | Copy |
Prafile Permizsions Frofile Permission D etails
B ,—ﬂ ﬂ Permission: Application Applicable Permiszions:
— Comment: [+ Wisible Allowed [+ Editable
appliEal) 7 Addable 7 Deletatle
#-Maintenance
#-Operations Replace permissions on all child objects with my changes. Changes are made and
& Gystem Reports queued it real-time untl saved or cancelled.
i Iemlplates Permissions
s Client Application Vishle |&dd | Edt | Delete | Use Defaults | Inherted From
» { {Read Only Profile D efaults} Iv I [ [ [
Dperatar %/ ork station [ [ [ [ ¥ {Read Only Profile Defaults)
Supervisor Wark stationn W I I [ ¥ {Read Only Profile Defaults}
Boldr et PO, W l_ l_ l_ v {Read Only Profile Defaults)
BaldMet Silveright W r I I M~ {Read Onlp Profile Defaults}

9. Repeat steps 5-8 for the “Maintenance”, “Operations”, “System Reports”. “Templates”, and
“Tools” nodes. Permissions Profile settings for each Parent node must match the entries for the
“Application” node.

10. Once you have changed all six Parent nodes so that entries for their Permissions Profiles match
those of the “Application” node, click “Save”.

Result: the “Information” window displays as shown in the following screenshot:

Information

& Changes will not take effect until the nest logon o
\14) the application.

11. Click “OK”.
12. Close and reopen the Supervisor Workstation to apply your changes.

Navigation Tree ltems

Navigation Tree Items are specific functions included in the Navigation Tree list. They are collapsible to
the following six main topics:

e Application

®* Maintenance

e QOperations

e System Reports
e Templates

* Tools
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Users can select an expandable item from the Navigation Tree list as shown in the following screenshot:

=-ddrniristrative
Access Control Card Formats
Accounting Companies
Application Types
AudioT ypes
H-ddit Trail

Expanded items display with a minus sign like the “Administrative” node in the following screenshot:
=-Audrministrative

The minus sign that displays next to the “Administrative” node indicates that the items directly below
the node (that do not display with a plus sign) are fully expanded. On the other hand, the plus sign next
to the “Audit Trail” node displayed in the previous screenshot indicates that the node is collapsed. Click
the plus sign next to the node to expand it. The “Audit Trail” node now displays expanded as shown in
the following screenshot:

=-Administrative
Accesz Control Card Formats
Accounting Companies
Application Types
AudioT ppes
=-dwadit Trail
K ark. Approved
M ark. Unapproved
Clazz Codes

Parent and Child Node Relationships

Once a node is fully expanded, it is important to consider Parent and Child node relationships. This is
because Permissions changes you make to a Child node only affect that individual node. Permissions
changes you make to a Parent node, however, can also affect all the Child nodes under the modified
Parent node.

For example, if you modify Permissions for the “Access Control Card Formats” Child node displayed in
the previous screenshot, only the user’s Permissions for “Access Control Card Formats” are changed. If
you modify the “Administrative” Parent node, however, you can opt that the same changes you make to
the “Administrative” node apply to the Child nodes, as well.

Once you select the “Administrative” node and click “Edit”, the following checkbox displays:

Feplace permizsions on all child objects with my changes. Changes are made and
queued in realtime untl zaved or cancelled.
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If you select the checkbox, Permissions changes you make to the “Administrative” node are also applied
to the following Child nodes:

®  Access Control Card Formats
® Accounting Companies

e Application Types

® Audio Types

Note: you must select the above displayed checkbox before making any desired Permissions changes.
Selecting the checkbox after making Permissions changes will not result in the same changes being
made to the Child node Navigation Tree Items.

Audio Types Example

We will use the “Audio Types” node as an example of how to use Navigation Tree items to define a
user’s Permissions levels. Iltems in the Navigation Tree list are the specific user functions for which you
are defining access levels. If you select “Audio Types” from the Navigation Tree Functions list and then
you modify any of the other variables, you will have changed the user’s ability to perform operations
associated with the “Audio Types” form only. Any Permissions variables you modify only affect the
Navigation Tree item (the individual node) you selected in the Navigation Tree (unless you are modifying
Permissions for a Parent node and select the “Replace permissions on all child objects with my
changes...” checkbox as described in the previous section.

In our example, we will allow a user to see entries on the Manitou “Audio Types” form, but we will
restrict the user’s ability to edit, add, and delete entries on the “Audio Types” form.

Perform the following steps to modify Permissions for the “Audio Types” node.
1. Open the Manitou Supervisor Workstation.

2. Navigate to the “Maintenance” menu, and click “Setup” and then click “Permissions”.
Result: the following form displays:
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Wiew Mew E dit ; Delete Save Cancel
Profiles
Profile: Drescription:
|{Glabal Template Defaults} | |Template | | |
Profile Permizsions Profile Permission Details
Find: ,73 ﬁ Permission: Application Applicable Permiszsions:
—— Comment; [ Wisbleddlowed [+ Editable
B dprlication 7 sddable 7 Deletabie
#-Maintenance
-0 perations
#-Syster Reparts
i iemlplates Permizsions
#-Taals Client &pplication Visible | Add Edit Delete | Use Defaults | Inherited From
» | {Template Profile Defaults} [ I I [ r
Operator W ork station [ 0 ¥ 3 [ {Global Template Defaulks}
Supervizor Workstationn [ 0 |7 M I {Global Template Defaulks}
BoldMet PDA £ [+ d [+ r
EoldMet Silveight 2 (5l ) [l r

Setup

Expand the “Maintenance” node and the “Administrative” node in the Navigation Tree as shown

in the following screenshot:

=M aintenance

=-Administr ative
Access Control Card Formats
Accounting Companies
Application Types
AudioTypes
H-dwadit Trail
Clazs Codes
Configuration
Contact Paint Types
Control Panels

Select the “Audio Types” node.

Result: Audio Types now displays as the selected Navigation Tree Iltem on the form as shown in

the following screenshot:

Bold Technologies |




Wigw

Profiles

Profile:

Mew Edit Delete

Description: | | |

|{Glabal Template Defaultz}

| |Template

Profile Permizsiors

e [ Al x|

#-Application
=-Maintenance
=-Administrative
Access Control Card Formats
Accounting Companies
Application Types

At Trail
Class Codes
Configuration
Contact Point Types
Cantrol Panels

- Country
Ewent Categories
Event Codes
Ewent Maps
Global Holidays
Group Cades
Locales

-~

Profile Permission Details
Permiszion: AudioT ypes
Comment;

[ addable

Save Cancel

Applicable Permiszsions:
[+ Visiblesdllowed

[+ Editable
[¥ Deletable

Permissions

Client Application Visible | Add Edit Delete

Use Defaults | Inherited From

-

{Template Profile D efaults) W I 2

r

<4

~ ~

Supervizor Workstationn [

5 {Global Template Defaults}

Setup

Note: the Permissions area of the form only displays Permissions for the Supervisor Workstation
(as opposed to Permissions for the Operator Workstation, BoldNet PDA, and BoldNet Silverlight)
because the Audio Types form only exists in the Supervisor Workstation.

5. Click “Edit”.

6. Deselect the “Use Defaults” checkbox on the “Supervisor Workstation” line.
Result: the “Permissions” area of the form displays differently as shown in the following

screenshot:
g New E dit Delete Save Cancel
Frofiles
Prafile: Description:
[{Glabal Templats Defaulst ] [Template Add | | |
Prafile Permissions Profile Permizsion Details
Find ,73 ﬂ Permission: AudioTypes Applicable Permissions:
—— Comment: [+ Vigible/Alowed [+ Editable
% Appicalion o 7 Addable 7 Deletable
= Maintenance
= Administrative Replace permissions on all child objects with my changes. Changes are made and
Access Contal Card Formats _ queLed in real-time until saved or cancelled
Accounting Companies - Pormissions
Application T
AE;:%';; vpes Cliert Application Visble |Add | Edit | Delete | Use Defaults | Inheited From
& At Trail | b EiTemplate Profile Defaultst v v cl v’ I
Class Codas Supervisor waorkstationn e ca o I r
Configuration

Contact Paint Types

Control Panelz
#-Cauntry

Event Categories

Event Codes

Ewent Maps

Global Holidays

Group Codes

Locales

Setup

7. Uncheck the checkboxes on the Supervisor Workstation line for “Add”, “Edit”, and “Delete”.
Result: the checkboxes for those Navigation Tree Items now display as deselected as shown in

the following screenshot:

Bold Technologies |




Wig Mew Edit Delete Save Cancel

Frofiles
Profile: Description:
[{Glabal Template Defaults} | [Template Add | |
Profile Permissions Profile Permission Details
Fird. ﬂ ﬂ Prermission: AudioTypes Applicable Peimissions:
— Comment: ¥ Visible/Alowed [ Editable
i fdi?r‘:tcn:::::ce = [ Addable I Deletable
=-Admiriztrative r Feplace permizzsions on all child objects with my changes. Changes are made and
Access Contol Card Formats _ queued in realtime until saved or cancelled.
Accounting Companies - ———
Application T
AEEifTayE; e Clignt Application Yisible | Add Edit Delete | Use Defaults | Inherited From
i-dwadit Trail | B £ {Template Profile Defaults} Iv Iv v v [
[Class Codes Supervizor workstatiann I r r r r
Configuration

Contact Paint Types

Control Panel:
#-Cauntry

Ewent Categories

Event Codes

Ewent Maps

Global Holidays

Group Codes

Locales

Setup

8. Click “Save”.
Result: you limited user access for the Audio Types Navigation Tree Item to visible only. The user
will now be able to see Audio Types entries on the Audio Types form (Supervisor Workstation ->
Maintenance -> Setup -> Audio Types), but will not be able to add, edit, or delete entries on the

Audio Types form.

The Permissions Grid

Only Relevant Items Display in the Permissions Grid

The Permissions Grid includes a series of checkboxes that allows you to define Applicable Permissions
(i.e., visibilty, addability, editability, and deletability) in any Client Application to which the Navigation
Tree item relates. For example, the following screenshot displays the “Alarm Cause Summary”
Navigation Tree item:
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Profiles

Profile: Description:
|Full Access | [Fulldccess Add | Remaove | Copy |
Profile Permizsions Frafile Permission Details
Find: —ﬂ ﬂ Perrnizzion: Alarm Cauze Summarny Applicable Permizsions:

— Comerit 7 Visiblestlowed [~ Editable
#Anpication = [ Addable [ Deletable
#-Maintenance
#-Operations Replace permissions on all child objects with my changes. Changes are made and
=-Systemn Reports queued in real-time untl saved or cancelled.

Allow Override Destination Em———
=-Feport

efliit[eru Hee Client Application Vigible | Use Defaults | Inherited From

Preview B | {Full Access Profile Defaults) I r
Publish _ Dperator Workstation ¥ v {Full Access Profile Defaultsh
Publish Failed = Supervisor Workstationn ~ v {Full &iccess Prafile Defaults}
Publish Selected BaldMet FDA [+ [+ {Full &ccess Prafile Defaults}
Fle-queus BoldMet Silverlight M v {Full Access Profile Defaultsh
Feport Templatas
=-Report Type

Access Control Cand Formats
Access Contral Card Lookup
Access Control Cards / Ping
Accounting Companias

Agency Master File
£ arm nrnarg

The “Alarm Cause Summary” Navigation Tree iltem displays settings for the Operator Workstation, the
Supervisor Workstation, BoldNet PDA, and BoldNet Silverlight in the Permissions Grid. The Permissions
Grid displays these multiple Client Applications because the Alarm Cause Summary Report is viewable in
each of them. Each Client Application is, therefore, relevant to the specific Navigation Tree item
selected.

Contrary to the “Alarm Cause Summary” Navigation Tree item, the “Event Code” Navigation Tree item is
displayed in the following screenshot:

Wigw Mew Edit Delete
Prafiles
Profile: Drescription:
|Full Access 7| |Fulldceess g | fierog | Cory |
Profile Permissions Profile Permizsion Details
B ,73 ﬂ Permizzion: Event Codes Applicable Permissions:
. Comment: [+ Visibledallowed [+ Editable
o Maintenance. - 7 Addable 7 Deletable
=-&dministrative
Accesz Control Card Formats Feplace permissions on all child objects with my changes. Changes are made and
Accounting Companies queued in reaktime until saved or cancelled.
Application Types Pemizsions
AudioTypes = — = " .
& At Trail Client Application Vigible | Add E dit Delete | Use Defaultz | Inherited From
[Class Codes P | {Full Access Profile Defaults: ¥ ¥ ¥ ¥ r
Configuration Supervizor Workstationn 0 0 0 ¥ ¥ {Full Access Profile Defaults}

Contact Point Types

Contral Parels
#-Country

Ewvent Categaries

Notice that only the Supervisor Workstation Client Application displays in the Permissions Grid. This is
because the Event Codes function is only available in the Supervisor Workstation. Event Codes settings
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are not visible, addable, editable, or deletable in the Operator Workstation, BoldNet PDA, or BoldNet
Silverlight. Event Codes are not relevant to the other Client Applications, and do not display in the
Permissions Grid.

Inheriting Permissions Settings from Superior Profiles

Like other Manitou functions (Action Patterns, for e.g.), Permissions are organized hierarchically. The
Supervisor Workstation Permissions form allows you to apply existing Profiles, and to create new
Profiles from existing ones. Therefore, it becomes important when creating and modifying Permissions
to consider from where settings originated, which setting properties have been maintained, and how to
modify settings to your preference.

The following screenshot displays the “{Global Template Defaults}” Profile:

Prafiles
Profile: Drescription:
[[Giobal Template Defautst v [Template Add | | |
Profile Permissions Profile Permizsion Details
B ’73 ﬂ Permizzion: Application Applicable Permissions:
— Comment: [+ Visible/alowed [+ Editable
% Application 7 Addable 7 Deletable
#-Maintenance
#-Operations r Feplace permizsions on all child objects with my changes. Changes are made and
#-System Reports queued in reaktime until saved or cancelled.
i Iemlplates Perniszions
e Client Application Visble |Add  |Edt | Delete | UseDefaults | Inherted Fram
# | {Template Profile Defaults} ¥ ¥ ¥ Vv r
Operatar W ork station Vv Vv Vv ¥ ¥ {Global Template Defaults}
Supervizor Workstationn Vv Vv Vv ¥ ¥ {Global Template Defaults}
BoldMet PD& ¥ ¥ ¥ ¥ r
Baldhet Silverlight I I I I r

Notice that the Permissions Grid displays a column called “Use Defaults” and a column called “Inherited
From”.

The “Inherited From” column displays the Permissions Profile from which the Client Application acquired
its settings. For example, the screenshot below displays the “Administrator” Permissions Profile. The
Permissions Grid indicates that “Maintenance” Permissions settings for the “Operator Workstation”,
“Supervisor Workstation”, “BoldNet PDA”, and “BoldNet Silverlight” were acquired from “{Administrator
Profile Defaults}”.
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Profiles
Prafile: Description:
m | |administrator add | IMEEE | Lopy |
Profile Permizsions Prafile Permizzion Details
gk ,—ﬂ ﬂ Permizzion: I aintenance Applicable Pemmizsions:
S Carrment: [+ WizibleAlowed [ Editable
¥ Application 7 Addable 7 Deletable
-t aintenance
-0 perations — Replace permissions on all child abjects with my changes. Changes are made and
&-System Reports queued in realtime until saved or cancelled.
: ;:;nlzlates Permission:
Client Application Wizible | Add Edit Delete | Usze Defaults | Inherited From
B | {Administrator Profile Defaultsh o o [+ [+ r
Dperator Workstation W W W v v {Administrator Profile D efaults}
Supervisor Workstationn [+ [+ [+ v [v tAdrinistrator Profile Defaults)
BoldMet PD& ™ W W W v {8 drninistrator Profile D efaulks}
BoldMet Silverlight v W W i v {Administrator Profile Defaults}

When the “Use Defaults” column is selected, it indicates that the Client Application displayed on the
Permissions Grid line acquires its settings from the Profile level above itself in the hierarchy. In the
previous screenshot, for example, remember that the “Operator Workstation” Client Application gets its
Maintenance settings from “{Administrator Profile Defaults}”.

When the user selects the “Use Defaults” checkbox for the Operator Workstation, however, the
relationships between items in the Permissions Grid change. In the previous screenshot, for example,
the “Use Defaults” checkbox is not selected for the “{Administrator Profile Defaults}’ Permissions Grid
line. This indicates that the Administrator Profile does not acquire its Permissions settings from a
hierarchically superior profile. In this case, the Administrator Profile is using its own Permissions
settings.

The following screenshot, on the other hand, displays how relationships change when a user selects the
“Use Defaults” checkbox on the “{Administrator Profile Defaults}”’ line:

Wiew MHew Edit Delete
Prafiles
Profile: Drescription:
|&dministrator | |administrator Add | Remgve | Copy |
Profile Permissions Profile Permizsion Details
B ,73 ﬂ Permizzion: Maintenance Applicable Permizzions:
_ Comment: [+ Visible/Allowed [+ Editable
# Application 7 Addable 7 Deletable
Bt aintenance
#-Operations r Feplace permizssions on all child objects with my changes. Changes are made and
#-System Reports queued in reaktime until saved or cancelled.
i iemlplates Permizzions
e Client Application Visble |Add  |Edt | Delete | Use Defauks | Inkerted From
P | iAdministrator Prafile Defaults) [+ [+ [+ [+ [¥ Global Template Defaults)
Operator Workstation 0 0 0 0 0 Global Template Defaults}
Supervizor Workstationn 0 0 0 0 0 Global Template Defaults}
Baldhet PDA 0 0 0 0 0 Global Template Defaults} (BoldMet PDA)
Baldret Silverlight 0 0 0 0 0 Global Template Defaults} [BoldMet Silverlight)

Notice that the “Inherited From” column now indicates the “{Administrator Profile Defaults}” settings
derive from “{Global Template Defaults}”. Selecting the “Use Defaults” checkbox directs the system to
acquire settings for the Administrative Profile from the Global Template. The Global Template
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represents the next higher level in the Permissions hierarchy after the Administrator Profile. The Global
Template is also the highest overall level in the Permissions hierarchy.

Connecting a Specific User or User Group to a
Permissions Profile

In the previous sections of this document, we set Permissions in the Manitou Supervisor Workstation.
We have not yet, however, tied a Permissions Profile to a specific user or user group. You can associate
a Permissions Profile with a user or user group in the Supervisor Workstation.

Connecting a Permissions Profile to a User Group

Perform the following steps to assign a Permissions Profile to a user group:

Open the Manitou Supervisor Workstation.
Navigate to the “Maintenance” menu, and click “Setup” and then “User Groups”.
Result: the “User Groups” window displays as shown in the following screenshot:

Wiew Mew E dit
Add | Remove | Uszer Groups
—W @ |Jzer Group: i

1 - Administratar - Description: |System

2 - Bupervisor Securty Restrictions

3 - Operatar ’—_l
Dealer: -

4 - Data Entry B

5 - Trainee Branch: -

B - Dealer .
Access: | =
Alarm Handling: | =
Accounts User ID; [&drmin = J

Profiles

Permizssion Profile: |f-‘-.dministrator ﬂ

Permissions are defined for user groups in the “Permissions Profile:” field. Click the dropdown menu to
display a list of available Permissions Profiles as shown in the following screenshot:
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Prafiles

Permizzion Prafile: [m ﬂ

Adrministrator ~
adrninigtrator bwo
Options BOLDMET WO OWS/5WS =

w7 Give audio beep Cust-T estfdctivity

Drata Entry
o= [ Canchoose owh Pl [ealer

Full Access
b a=irurm logoed ok king EE” Access [Read Only) V

You can either add a new user group or change the Permissions Profile for an existing one. When you
finish applying a Permissions Profile to the users group you want, click “Save”.

Connecting a Permissions Profile to a Specific User

Perform the following steps to assign a Permissions Profile to a specific user:

1. Open the Manitou Supervisor Workstation.
2. Navigate to the “Maintenance” menu, and click “Setup” and then “Users”.
Result: the “User” form displays as shown in the following screenshot:
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g Jzer 1D 1 @ Change Interval: M enver -

M arne: |User & Faszword: *
Contact Paint: | Confirm Pazsword: |
E stenzion: | [w Change at nest logon
[ Locked Until | - | |o0:00

Security Restrictions

Jzer Group: |.-'1'-.|:|ministrat|:|r ﬂ
Permission Profile;  |Full Access |
Dealer: | |

Branch: | |

Acoess |

5l

&larm Handling: |

Accounting Access: |<Llser Group's Accessr ﬂ

Options Locales
High Fririty: IEI_ilI Locale: [English [United States] =]
O=
Low Pricrity: 0 j Country: |United States of America ¥ |
[ &larm Quewe Bead Only Alternates: [[] Canadian English
v &llow (M [ lrish English
1 Metherland
[ Mew Zealand English
[ russian

[] English [United Stat...

3. Click “Edit”, and then click “Add”.
Result: the “Add User” window displays as shown in the following screenshot:

areen Ak 1

Add User
ID: |
M ame: |
ak. Cancel

4. Enter a user ID into the “ID:” field.
Note: the user ID you enter here must match the ID entered when the account was first added
in the Manitou Operator Workstation.

5. Enter a name into the “Name:” field, and then click “OK".
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Result: the “Add User” window closes and the user you added now displays on the “User” form

as shown in the following screenshot:

Usger

€

sdd |

1-Userd,

1973 - Doug

2-0Odin

3-Tom

4-UsgerC

AMYC - Ay Condon

BLAH - &

BOLD - Bold Technologies
BRAMCH - Branch Restricted
CaMala, - Cahaba

CHRIS - Christopher

DATA, - Data Entry

DEALER - Dealer 0001

DEEL - Dee Lane

GH - George's testing 1D

GHM - Paszword expires Mont
GHTEMP - Testing resetting p
GHTEMPZ - Test 3 resetting p
JULIEA - Julie Adams

MATTH - Matt Marowski

MEL - tel Test

MIKE - Mike Taylor

MEW - Mews User

MHEW?2 - Wew User #2

HEW3 - Wew User #3

MIALK - Mial MacDonald
OPER - Operator Login
READOMLY - Alarm Queus re.
TESTT - test

USER B - Uszer B

WWE - wime Branch

TANMA - Yanna Test

Femaove |

Uger ID: 1973

M ame: |Doug

Carkact Paint: I

Extenzion: |

Security Restrictions

zer Group: |

|<Ma Profile>

Access |

Perrnizzion Prafile:
Dealer:

Branch:

Alarm Handling: |

=l

Accounting Access: |<Usel Group's Accessy

Optiong Locales

% High Pricrity:
o=

Loy Pricrity:

i =
= |
D _‘I
—=
[ Alarm Queue Read Only
v Allow [

Enter a password for the user into the “Password:” field.
Enter the password again into the “Confirm Password:” field.

Pazsword Information

heneer -

Confirn Pazzword:

[~ Change at next logon

Change Interval:

Password:

™ Locked Until | | o000
Locale: [English (Urited States) =
Country: [United States of America »|
Alternates: [[] Canadian English

[ lrigh English

1 Metherland

[1 Mew Zealand English

[ russian

] English [Urited Stat...

If you want to assign the user to a user group, select the group from the “User Group”

dropdown menu as shown in the following screenshot:

Security Bestrictions

Idzer Group: || ﬂ
Permiszion Profile; User Group | Description

0 System
Dealer: 1 Adrinistrator

2 Supervizor
Branch: 3 O peratar
e 4 Dat_a Entry

4] Trainee
Alarm Handling: 3 Dealer

7 best

e AT e TR T T O T T

Select a Permission Profile from the “Permissions Profile” dropdown list as shown in the

following screenshot:
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Securty Restrictions

User Group: |test |
Permizsion Profile: m hd
Dealer <Moo Profile: ~
: <Uszer Group's Profile: _
Eranch: Administrator =
adririztrator bwo L
ACOEEE BOLDMET MO 0WwW'5/5Ww'S L
- Cust-Testlduotivit -
Alarmn Handling: Data Entry [
Ascounting Access; | DEaler h

Note: remember that Manitou Permissions settings are hierarchical. This means that
Permissions settings with superior hierarchical priority negate settings with lower priority. For
example, you can assign both a user group and a specific Permissions Profile to a user on the
“User” form. If the specific Permission Profile conflicts user group Permissions settings, the
specific Permission Profile takes precedence over the user group setting because it has superior
priority

10. Click “Save”.

Web Membership

Adding a New Web User in Manitou

Perform the following steps to add a new Web user in Manitou:
1. Open the Manitou Operator Workstation.

2. Open the Customer for whom you want to add a new Web user.
3. Select the “Contact List” option from the Jump To menu as shown in the following screenshot:

Jurmp Tao vy

2 Customner

2 Details

2 Options

) Spstems

) GPS Tracking
3 Services

3 04T Schedules
@ Contact List
2 Call Lists

3 Attentions

BRI

Result: the “Contact” form displays as shown in the following screenshot:
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| | Contact

= %m g Cantact |D:
Aoy Tt M ame: | J
BigBob
- ﬁ Custarner Tvpe | j
" Doug Test [1373] Title: * | Suffix: b
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Savannah[1] Job Title: |
%.&genc&l Birthday: [ Suppress
= Authority
Police 4343 [4343] Access

[] Permiszions Suspended

[[] Can Open/Close Within 5 chedule

[[] Can Open/Cloze Within Temp 0pen Window
[[] Can Open/Close fAnytime

[[] Can Cancel Alam

[[] Can Autharize a Schedule Change

] Can Put Entire Custamer On Test

[[] Can Put Designated Systemddreas On Test
[[] Can Edit Customer

[[] Can Give Out Customer Information

Pazzswords

@ Passwaord: I— Opervoice [D: I—
Web Acocess [D: I— Max Test Time: lﬂij
"wheb Profile: I—;| Temp Open Time: lﬂij
Awailability
Eg " alid Fram: [ ] T« [ ]
Inactive From: l—_l To l—_l

4. Select the contact for whom you want to add a new Web user from the Navigation Tree.
5. Click the Web Membership icon near the Jump To menu as shown in the following screenshot:

Result: the Web Membership form displays as shown in the following screenshot:

£

'eb Membership - BaldMet User Accounts

| Usemame | Emai Full Mame | Locked | Last Lockout Date Last Login Date Last Password Comment

e

6. Click “Edit”, and then click the “Add” button that displays on the Web Membership form (not
the “Add” button directly above the Navigation Tree).
Result: the “Web Membership User” window displays as shown in the following screenshot:
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Uzemame: || *
Full Mame: |
Email: | *
] Comrient: ~
b

Web Membership User

Uzer Account Details

Uzer Account Security Details

Paszward:

Confirm Paszward:

Security Question;

|
|
|
Security Answer: |
[ Locked Dut
M anitow Credentials
Web Access 1D 1N
Faszword: PLURFLE

Ok LCancel

Enter a name for your new Web user into the “Username:” field.
Enter an email address for your new Web user into the “Email:” field.
Enter the Manitou password for your new Web user into the “Password:” field.

. Enter a security question into the “Security Question:” field.
. Enter the corresponding answer into the “Security Answer:” field.
. Click “OK”.

Result: the new Web user you added now displays on the Web Membership grid as displayed in
the following screenshot:

“[BigBob | dougm@boidgroup.com 'Big OF Bob =l

Click “Save”.
Result: the “Customer Comment” form displays as shown in the following screenshot:
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Customer Comment

Enter comment for changes below

[v bdark far Master File re-print

Ok

Cancel

14. Enter a comment for the Customer changes you made, and then click “OK”.

Editing a Permissions Profile for a Web User

In the following example, we will modify the Permissions Profile for our Web user from “Full Access” to
“Data Entry”. The Permissions Profile modification in this section is presented as an example only.

Perform the following steps to edit a Permissions Profile for your Web user:

1. Open the Manitou Operator Workstation.

2. Open the Customer or Dealer for whom you want to edit a Permissions Profile.

3. Click the “Contact List” option from the Jump To menu as shown in the following screenshot:

Jurmp Tao iy
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Result: the “Contact” form displays as shown in the following screenshot:

Wigw
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4. Select the “Contact” for whom you want to edit a Permissions Profile from the Navigation Tree
as shown in the following screenshot:

Q‘.S Contact

Amy Test
Big Bobg
- ﬁ Custarner
Doug Test [1973]

i}. Branch
Sawvannah [1]

é Agency
Authority

Police 4343 [4349]

Result: the “Contact” form displays as shown in the following screenshot:
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Click “Edit”.

Select the Permissions options to which you want your Contact to have access in the “Access”
area of the form.

Select the new Web Profile you want to assign your Contact from the “Web Profile:” dropdown
menu as shown in the following screenshot:

wheb Profile: M—Ll Temp Ope

admiristrator bwo ~
4 BOLDMET MO OS5 /55
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Bold Technologies | X3



Note: the Web Profiles listed here are the same as those listed in the “Profiles:” dropdown
menu on the Manitou Supervisor Workstation Permissions form. Please refer to the “Adding a
Permissions Profile” section in this document for more information on adding a new Permissions
Profile.

8. Click “Save”.
Result: the “Customer Comment” window displays as shown in the following screenshot:

Customer Comment

Enter comment for changes below

[v K ark far Master File re-print

k. Cancel

9. Enter a comment to reflect your changes to the Customer, and then click “OK".

Creating a New Customer in BoldNet

Please refer to the “Add a New Customer” section in the “BoldNet Quick Start Guide for Dealers_v2”
document for detailed instructions on creating a new BoldNet Customer.
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