Manitou and BoldNet
Permissions Guide




Contents

PermMiSSIONS OVEIVIEW ..ccuuuuiiiieeiiiiiiniiiiirneiiiiieeieititeettisasettisasettesssiettesssiertesssseretsssssseesssssseesssssseessssssesnssssrens 3
ApPPlicable PErMISSIONS .....ccceuuiiiiieiiiiiceiirecreeireieeerreee e s renesessrenesesseensssssrensssssrensssssrenssssseenssssseensssssnensssssnennns 4
PermisSioNS Profiles ........ocueeeuuiiiiiiiiiiiiciiin e naaa e 6
Selecting @ PermisSioNs Profile ..........uei it e et e e e et e e e e e e e e e e e rae e e e enreee e ennaees 6
AddiNg @ PermiSSiONS PrOfilE ...ciicuiiiiiiiiiii ittt e e s st ee e e s s bae e e e sasteeeesbtaeeesastaeeesantaeassans 8
NaVIgatioN Tree HEMS ... ieeiiieiiieiiiiiticreie e reeereeetsrneessnssstessstsessrensssenssssnssssnssssssssssnsssensssenssssnnsssnnssnnnnes 10
Parent and Child NOde RelationShips.......uuiiiiiiiiiiiiiiiecciieee ettt ree e s bee e e s ee e e s abeeeessbeeeesnsseeesenasens 11
F T e [o T IV o T<T o =Y Y ] [T 12
The Permissions Grill........eeeeeeeeeeeenemunmmenemeneeeneneeeneneneneeeseeemeiesesesese e . ... .. 15
Only Relevant Items Display in the Permissions Grid...........cccccieeeeiiieeieciiee e eciiee e eettee e eetee e e evee e e e bre e e e e naee e eennes 15
Inheriting Permissions Settings from SUPErior Profiles..........uueii it 17
Connecting a Specific User or User Group to a Permissions Profile.........ccccoeeeuiiriieiiiiiieccirrccccrreencereeencenees 19
Connecting a Permissions Profile t0 @ USEIr GrOUP ......ccccuieeiiiiiieecciiee e ccites ettt e e eette e setee e s e baee s e bae e e s sbaee e ennsees 19
Connecting a Permissions Profile t0 @ SPECITIC USEN ........uuiiiiciiie ettt e e et e et e e 20
WeEb MembBership ... e s e s e s s e s ss e s s s sssasssssennsssssennsssssennsssssennsssssennsssnsaness 23
Adding a NeW WEb USEr inN IMANITOU ......ccccuiiiiiiiiiie et e ettt e ettt e e ettt e e e ette e e e etteeeeebteeeseabsaeesestaeeeessasassnssenaesnns 23
Editing @ Permissions Profile fOr @ Weh USEr..........uuii ittt e st e e naee e e e 26

Manitou and BoldNet Permissions Guide|




Permissions Overview

Permissions levels can be used to limit access to various user functions in the Manitou and BoldNet
software. User Permissions for Manitou, BoldNet PDA, and BoldNet Silverlight can be modified using the
Manitou Supervisor Workstation. To access the form, navigate to the “Maintenance” menu, and click
“Setup” and then “Permissions” as shown in the following screenshot:

Maintenance Reports Help

I 'ﬂf Users
% User Groups

" B Workstations

Events

BT @ oo

BE Class Codes
% Group Codes
@ Resclution Codes

1-

=

P il Dezcription:

o Locales
@ Tirne Zones

% Configuration

]E Schedule Window Codes

I%_ﬂeceivers
- . . =2 Permissions
ﬁ| Accounting Cornpanies -

B Control Panels

P Global Holidays
ﬁ Maintenance |ssues
T Script Messages

ﬁ Web Membership
& Audit Trail

Access Control Card Formats
ﬂ Application Types

€ Audio Types

@ Contact Point Types

% Monitering Groups

ﬁ Monitaring Types

3| M-F7 Setup

é Output Device Types
CAWETI dl i . .
Event Con L.i;’ll Service Provider Devices

Event Ma @ Permit Types
Global He E Receiver Types

Group Co % Reverse Channel Routes

Locales @ b

b anitaring 5 _
konitarine Transmitter Protoceol Types

- o % Workstation Groups

Once you click “Permissions”, the following form displays:
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As shown, the form includes the following four variables you can use to define a user’s access level:

e Applicable Permissions
e Permissions Profiles

e Navigation Tree Items
e the Permissions Grid

The following sections provide a more detailed explanation of each of the four Permissions variables.

Applicable Permissions

Manitou Supervisor Workstation users can restrict Manitou access by limiting any of the following four
capabilities:

o Visibility
e Addability
e Editability

o Deletability

Note: not all Navigation Tree items include checkboxes for every Applicable Permission. Only the
Applicable Permissions relevant to the Navigation Tree Item(s) selected display in the Permissions Grid.

The following screenshot displays the mechanism by which these capabilities are defined:

Client Application Vigible | Add Edit Delete
b | {Full Access Profile Defaulks} v W v

[|=
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How these capabilities are applied depends on which item(s) is/are selected in the Navigation Tree. For
example, if “Access Control Card Formats” is selected in the Navigation Tree as shown in the screenshot
below, the user can see, add, edit, and delete Access Control Card Formats in the Manitou Supervisor
Workstation.
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In the following example, however, the user can only see Event Maps in the Manitou Supervisor
Workstation. He is restricted from adding, editing, and deleting them.
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It is also important to note that Applicable Permissions for the add, edit, and delete functions depend on
the Navigation Tree item being visible. You cannot, for example, allow a user to delete Event Maps if he
does not have the ability to see Event Maps Permissions settings. Items must be visible (at a minimum)
before any of the other Applicable Permissions can be set.
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Permissions Profiles

The Supervisor Workstation Permissions form includes various Permissions Profiles. You can also create
your own profile.

The Supervisor Workstation allows for multiple Permissions Profiles because Manitou users with
different skill and experience levels may require different access. You would not likely allow a brand new
Central Station Operator the ability to delete Call Lists. If a new Operator has that power, nothing is
preventing him from destroying a large portion of your Customer data. Granting a new Operator “Read
Only” Permissions, on the other hand, prevents the risk of data loss.

Also, selecting the appropriate Permissions Profile for a user prevents you from having to define
Permissions for every Navigation Tree item in the list. When we select the correct Profile, Permissions
are automatically set for every Navigation Tree item.

Selecting a Permissions Profile

In the following basic Permissions Profile example, we will select and apply the “Data Entry” Permissions
Profile from the list. The “Data Entry” Permissions Profile generally allows full access for the Manitou
Supervisor Workstation and BoldNet but restricts an Operator Workstation user’s ability to delete data.
We have included the “Data Entry” Permissions Profile for example purposes only.

Perform the following steps to select and apply an existing Permissions Profile:
1. Open the Manitou Supervisor Workstation.

2. Navigate to the “Maintenance” menu and click “Setup” and then “Permissions”.
Result: the following Permissions form displays:
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Click the “Profile:” dropdown menu.

Result: a list of available Permissions Profiles displays as shown in the following screenshot:
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Select the “Data Entry” option from the list.

Result: the “Data Entry” Permissions Profile displays as shown in the following screenshot:
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Expand the nodes in the Navigation Tree, and view settings for the “Data Entry” Permissions

Profile.

Make any necessary modifications, and then click “Save”.
Result: the “Information” window displays as shown in the following screenshot:

Information

[

the application.

\'J) Changes will not take effect until the nest logor ko

7. Click “OK”.
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8. Close and reopen the Supervisor Workstation to apply your changes.

Adding a Permissions Profile

You can add a new Permissions Profile in the Manitou Supervisor Workstation. In the following example,
we will add a new Permissions Profile for our brand new Central Station Operator. Because the new
Operator could add, edit, or delete important data (possibly in error) if given unlimited access, we want
to create a Profile to limit the user’s access to “Read Only”.

Perform the following steps to add a Permissions Profile for “Read Only” access:
1. Openthe Manitou Supervisor Workstation.

2. Navigate to the “Maintenance” menu and click “Setup” and then click “Permissions”.
Result: the following form displays:
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3. Click “Edit”, and then click “Add”.
Result: the “Add Profile Type” window displays as shown in the following screenshot:

Add Profile Type

Frofile Description: ||

Cancel

4. Enter a description and click “OK”.
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Result: the “Add Profile Type” window closes, and the system returns you to the main
Permissions form as shown in the following screenshot:

Wigw Mew Edit Delete
Prafiles
Profile: Drescription:
|Fiead Only | |Read Only g | fierog | Cory |
Profile Permissions Profile Permizsion Details
B ,73 ﬂ Permizzion: Application Applicable Permissions:
— Comment: [+ Visibledallowed [+ Editable
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» ¢ {Read Only Profile Defaults} Iv Iv Iv Iv Iv Global Template Defaults:
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Note: because the new Read Only Permissions Profile is based on the “Global Template
Defaults” Profile (full user access), it is necessary to modify the Read Only Profile settings so that
it only allows Read Only access.

5. Select the “Application” node in the Navigation Tree.

6. If not already selected, choose the “Replace permissions on all child objects with my changes...”
checkbox as shown in the following screenshot:

Replace permizzionz on all child objects with my changes. Changes are made and
queled in real-time untl zaved or canceled.

Note: in order for the changes, you make to Parent nodes to apply equally to Child nodes, you
must select the checkbox before making any Permissions changes.

7. Deselect the “Use Defaults” checkbox on the “{Read Only Profile Defaults}” line of the
Permissions grid.

8. Also deselect the “Add”, “Edit”, and “Delete” checkboxes on the “{Read Only Profile Defaults}”
line of the Permissions grid as shown in the following screenshot:
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Wiew MHew Edit Delete
Profiles
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9. Repeat steps 5-8 for the “Maintenance”, “Operations”, “System Reports”. “Templates”, and
“Tools” nodes. Permissions Profile settings for each Parent node must match the entries for the
“Application” node.

10. Once you have changed all six Parent nodes so that entries for their Permissions Profiles match
those of the “Application” node, click “Save”.

Result: the “Information” window displays as shown in the following screenshot:

Information

= Changes will not take effect until the nest logon to
\!:) the application.

11. Click “OK”".
12. Close and reopen the Supervisor Workstation to apply your changes.

Navigation Tree ltems

Navigation Tree Items are specific functions included in the Navigation Tree list. They are collapsible to
the following six main topics:

e Application

e Maintenance

e QOperations

e System Reports
e Templates

e Tools
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Users can select an expandable item from the Navigation Tree list as shown in the following screenshot:

=-Adrinistrative
Acces: Control Card Formats
Aocounting Companies
Application Types
AudioT ypes
-Audit Trail

Expanded items display with a minus sign like the “Administrative” node in the following screenshot:
=-Adminiztrative

The minus sign that displays next to the “Administrative” node indicates that the items directly below
the node (that do not display with a plus sign) are fully expanded. On the other hand, the plus sign next
to the “Audit Trail” node displayed in the previous screenshot indicates that the node is collapsed. Click
the plus sign next to the node to expand it. The “Audit Trail” node now displays expanded as shown in
the following screenshot:

=-Administrative
Access Control Card Formats
Arccounting Companies
Application Types
AudioT ypes
=-Adit Trail
b ark. &pproved
t ark. Unapproved
Clagz Codes

Parent and Child Node Relationships

Once a node is fully expanded, it is important to consider Parent and Child node relationships. This is
because Permissions changes you make to a Child node only affect that individual node. Permissions
changes you make to a Parent node, however, can also affect all the Child nodes under the modified
Parent node.

For example, if you modify Permissions for the “Access Control Card Formats” Child node displayed in
the previous screenshot, only the user’s Permissions for “Access Control Card Formats” are changed. If

you modify the “Administrative” Parent node, however, you can opt that the same changes you make to
the “Administrative” node apply to the Child nodes, as well.

Once you select the “Administrative” node and click “Edit”, the following checkbox displays:

Replace permizzsions on all child objects with my changes, Changes are made and
queled in real-time untl zaved or cancelled.
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If you select the checkbox, Permissions changes you make to the “Administrative” node are also applied
to the following Child nodes:

e Access Control Card Formats
e Accounting Companies

e Application Types

e Audio Types

Note: you must select the above displayed checkbox before making any desired Permissions changes.
Selecting the checkbox after making Permissions changes will not result in the same changes being
made to the Child node Navigation Tree Items.

Audio Types Example

We will use the “Audio Types” node as an example of how to use Navigation Tree items to define a
user’s Permissions levels. Items in the Navigation Tree list are the specific user functions for which you
are defining access levels. If you select “Audio Types” from the Navigation Tree Functions list and then
you modify any of the other variables, you will have changed the user’s ability to perform operations
associated with the “Audio Types” form only. Any Permissions variables you modify only affect the
Navigation Tree item (the individual node) you selected in the Navigation Tree (unless you are modifying
Permissions for a Parent node and select the “Replace permissions on all child objects with my
changes...” checkbox as described in the previous section.

In our example, we will allow a user to see entries on the Manitou “Audio Types” form, but we will
restrict the user’s ability to edit, add, and delete entries on the “Audio Types” form.

Perform the following steps to modify Permissions for the “Audio Types” node.
1. Open the Manitou Supervisor Workstation.

2. Navigate to the “Maintenance” menu and click “Setup” and then click “Permissions”.
Result: the following form displays:
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Wigw Mew 10 Edt Delete Save Cancel
Profiles
Profile: Description:
|{Glabal Termplate Defautst | [Template | | |
Profile Permizsions Profile Pemission Details
Find: ,73 ﬂ Pemission: Application Applicable Permizzions:
— Comment: [ Wisibledallowed [+ Editable
3 dppleetio] 7 Addatle 7 Deletable
#-Maintenance
#-Operations
#-System Reports
: iz;ﬂlglates Permissions
Client Application Visible | Add Edit Delete | Usze Defaults | Inherited From
B | {Template Profile Defaults} v v W 2 r
Operator Workstation v v W v v {Global Template Defaultsh
Supervisor Workstationn v v W v ¥ 1Global Template Defaultsh
BuoldMet PDA ¥ ¥ ¥ 2 -
BoldMet Silverlight v v W v I
Setup

Expand the “Maintenance” node and the “Administrative” node in the Navigation Tree as shown

in the following screenshot:

=-Maintenance

=-Administrative
Access Control Card Formats
Accounting Companies
Application Types
AudioT ypes
A -Ladit Trail
Clazs Codes
Configuration
Contact Point Types
Control Panels

Select the “Audio Types” node.

Result: Audio Types now displays as the selected Navigation Tree Item on the form as shown in

the following screenshot:
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Note: the Permissions area of the form only displays Permissions for the Supervisor Workstation
(as opposed to Permissions for the Operator Workstation, BoldNet PDA, and BoldNet Silverlight)
because the Audio Types form only exists in the Supervisor Workstation.

5. Click “Edit”.

6. Deselect the “Use Defaults” checkbox on the “Supervisor Workstation” line.
Result: the “Permissions” area of the form displays differently as shown in the following
screenshot:

i New E dit Delete Save Cancel
Frofiles
Prafile: Description:
|iGlobal Template Defaulst | [Template Add ‘ |
Profile Permissions Profile Permizsion Details
Fird. ﬂ ﬁ Permission: AudioT ppes Applicable Pemissions:
S Comment: [ Wisible/Alowed [ Editable
F Appicalion - 7 Addable 7 Deletable
= Maintenance
=-Administrative Feplace permissions on &l child abjects with my changes. Changes are made and
Access Contial Card Farmats _ queved in real-time until saved or cancelled.
Accounting Companies - FEP—
Application T
AE;:T:I;:S vpes Client Application Yigble | Add E dit Delete | Use Defaults | Inherited From
-t Trail | » E{Template Profie Defaults) v v v v T
[Class Codes Supervisor Workstationn L v w Ld r
Configuration
Contact Paint Types
Control Panelz
#-Cauntry
Event Categories
Event Codes
Ewent Maps
Global Holidays
Group Codes
Locales
(%) T ~ ~
Setup

7. Uncheck the checkboxes on the Supervisor Workstation line for “Add”, “Edit”, and “Delete”.
Result: the checkboxes for those Navigation Tree Items now display as deselected as shown in
the following screenshot:
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Wi Mew Edit Delete Save Cancel

Frofiles
Profile: Diescription:
|iGlabal Template Defaulst | [Template Add | | |
Prafile Permissions Profile Permizsion Details
Find ﬂ ﬂ Permigzion: AudiaTypes Applicable Pemissions:
— Comment: [¥ Visible/Allowed [+ Editable
N arvenancs - 7 addable 7 Deleable
=-Administrative r Replace permiszions on all child objects with my changes. Changes aie made and
Access Contiol Card Formats _ queued in realtime until saved or cancelled.
Accounting Companies - E—
Application T
AE;:TTSZS vpes Client Application Vizgble | Add Edit Delete | Use Defaults | Inherited From
& -dudit Trai | B tiTemplate Profile Diefaults} [w v v v P
Class Codes Supervizor Workstationn I r I r r
Configuration
Contact Point Types
Contral Panels
H-County
Event Categories
Event Codes
Event Maps
Global Holidays
Group Codes
Locales
e~ v
Setup

8. Click “save”.
Result: you limited user access for the Audio Types Navigation Tree Item to visible only. The user

will now be able to see Audio Types entries on the Audio Types form (Supervisor Workstation ->
Maintenance -> Setup -> Audio Types), but will not be able to add, edit, or delete entries on the

Audio Types form.

The Permissions Grid

Only Relevant Items Display in the Permissions Grid

The Permissions Grid includes a series of checkboxes that allows you to define Applicable Permissions
(i.e., visibilty, addability, editability, and deletability) in any Client Application to which the Navigation
Tree item relates. For example, the following screenshot displays the “Alarm Cause Summary”
Navigation Tree item:
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Profiles

Prafile:

D escription:

|Fu|| Access

ﬂ |Fu|| Access

Profile Permissions

e [ 4l x|

Profile Permizzion D etailz
Permizsion:

Comment:

-Application
#-Maintenance
#-Operations
=-System Reports
Allow Override Destination
=-Report Queue
Filker
Preview
Publizh
Publizh Failed
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Re-queue
Report Templates
=-Report Type
Access Control Card Formats
Access Control Card Lookup
Access Control Cards # Fing
Accounting Companies
Agency b aster File

-~

Add

| Femave |

Copy |

Alarm Cauze Summary

Applicable Permizzsions:
[+ Wigible/Allowed
[ Addable

[~ Editable
[ Delstable

Replace permizzions on all child objects with my changes. Changes are made and
queued in real-time until saved or cancelled.

Permizsions

Client Application “isible | Use Defaultz | Inherited Fram

W | {Full Access Prafile Defaults} [ r
Operator wiork station W [+ {Full Access Profile Defauls}
Supervizor 'Work ztationn v [¥ {Full Access Profile Defaults}
BoldNet FDA ta [¥ {Full Access Profile Defaultsh
Boldhlet Sitvedight [ [¥ iFull Access Profile Defaults}

The “Alarm Cause Summary” Navigation Tree item displays settings for the Operator Workstation, the

Supervisor Workstation, BoldNet PDA, and BoldNet Silverlight in the Permissions Grid. The Permissions
Grid displays these multiple Client Applications because the Alarm Cause Summary Report is viewable in
each of them. Each Client Application is, therefore, relevant to the specific Navigation Tree item

selected.

Contrary to the “Alarm Cause Summary” Navigation Tree item, the “Event Code” Navigation Tree item is
displayed in the following screenshot:

Contact Point Types

Contral Parels
#-Country

Event Categories

Wigw Mew Edit Delete
Prafiles
Profile: Drescription:
|Full Access | [Full Access g | fierog | Cory |
Profile Permissions Profile Permizsion Details
B ,73 ﬂ Permizzion: Event Codes Applicable Permissions:
. Comment: [+ Visibledallowed [+ Editable
o Maintenance. - 7 Addable 7 Deletable
=-&dministrative
Accesz Control Card Formats Feplace permizssions on all child objects with my changes. Changes are made and
Accounting Companies queued in reaktime until saved or cancelled.
Application Types Pemizsions
AudioTypes = — = " .
& At Trail Client Application Vigible | Add E dit Delete | Use Defaultz | Inherited From
[Class Codes P | {Full Access Profile Defaults: ¥ ¥ ¥ ¥ r
Configuration Supervizor Workstationn 0 0 0 0 0 {Full Access Profile Defaults}

Notice that only the Supervisor Workstation Client Application is displayed in the Permissions Grid. This
is because the Event Codes function is only available in the Supervisor Workstation. Event Codes settings
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are not visible, addable, editable, or deletable in the Operator Workstation, BoldNet PDA, or BoldNet
Silverlight. Event Codes are not relevant to the other Client Applications, and do not display in the
Permissions Grid.

Inheriting Permissions Settings from Superior Profiles

Like other Manitou functions (Action Patterns, for e.g.), Permissions are organized hierarchically. The
Supervisor Workstation Permissions form allows you to apply existing Profiles, and to create new
Profiles from existing ones. Therefore, it becomes important when creating and modifying Permissions
to consider from where settings originated, which setting properties have been maintained, and how to
modify settings to your preference.

The following screenshot displays the “{Global Template Defaults}” Profile:

Prafiles
Profile: Drescription:
[fGiobal Template Defaultst | [Template Add | | |
Profile Permissions Profile Permizsion Details
B ,73 ﬂ Permizzion: Application Applicable Permissions:
— Comment: [+ Visibledallowed [+ Editable
% Application 7 Addable 7 Deletable
#-Maintenance
#-Operations r Feplace permissions on all child objects with my changes. Changes are made and
#-System Reports queued in reaktime until saved or cancelled.
i iemlplates Permissions
e Client Application Visble |Add  |Edt | Delete |Use Detauks | Inherted From
» | {Template Profile Defaults} ¥ ¥ ¥ Vv r
Operatar W orkstation Vv Vv Vv ¥ ¥ {Global Template Defaults}
Supervizor Workstationh Vv Vv Vv ¥ ¥ {Global Template Defaults}
BoldMet PD& ¥ ¥ ¥ ¥ r
Baldhet Silverlight I I I I r

Notice that the Permissions Grid displays a column called “Use Defaults” and a column called “Inherited
From”.

The “Inherited From” column displays the Permissions Profile from which the Client Application acquired
its settings. For example, the screenshot below displays the “Administrator” Permissions Profile. The
Permissions Grid indicates that “Maintenance” Permissions settings for the “Operator Workstation”,
“Supervisor Workstation”, “BoldNet PDA”, and “BoldNet Silverlight” were acquired from “{Administrator
Profile Defaults}”.
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Wigw [ew Edit Delete
Profiles
Prafile: Description:
m ﬂ |Administrator Add | Remave | Copy |
Prafile Perrnizzions Profile Permission D etails
B ,—ﬂ ﬂ Permizsion: M aintenance Applicable Permizzions:
S Carmmert: [ Wisiblesdlowed [ Editable
#-Application 7 Addable 7 Deletable
f-Maintenance
-Operations r Replace pammizsions on all child objects with my changes. Changes are made and
&-System Reparts queLed in realtime until saved or canceled.
* ;emlplates Permnizziohs
H
mol Client &ppiication Visble |A&dd | Edt | Delete | Use Defaults | Inherited Fram
b | {Administrator Profile Defaults} [+ [+ [ [+ r
Operator ' orkstation ™ v v W v & drniniztrator Prafile Defaults}
Supervisor \Workstationn [+ [+ [+ [ [ A dministrator Prafile Defaultsh
Boldr et PD& ™ v v W v & drniniztrator Prafile Defaults}
Boldh et Sikverdight [+ [+ [+ [ [ A dministrator Prafile Defaultsh

When the “Use Defaults” column is selected, it indicates that the Client Application displayed on the
Permissions Grid line acquires its settings from the Profile level above itself in the hierarchy. In the
previous screenshot, for example, remember that the “Operator Workstation” Client Application gets its
Maintenance settings from “{Administrator Profile Defaults}”.

When the user selects the “Use Defaults” checkbox for the Operator Workstation, however, the
relationships between items in the Permissions Grid change. In the previous screenshot, for example,
the “Use Defaults” checkbox is not selected for the “{Administrator Profile Defaults}” Permissions Grid
line. This indicates that the Administrator Profile does not acquire its Permissions settings from a
hierarchically superior profile. In this case, the Administrator Profile is using its own Permissions
settings.

The following screenshot, on the other hand, displays how relationships change when a user selects the
“Use Defaults” checkbox on the “{Administrator Profile Defaults}” line:

Wigw Mew Edit Delete
Prafiles
Profile: Drescription:
|&dministrator | |administrator Add | Remgve | Copy |
Profile Permissions Profile Permizsion Details
B ,73 ﬂ Permizzion: Maintenance Applicable Permissions:
_ Comment: [+ Visibledallowed [+ Editable
# Application 7 Addable 7 Deletable
Bt aintenance
#-Operations r Feplace permissions on all child objects with my changes. Changes are made and
#-System Reports queued in reaktime until saved or cancelled.
i iemlplates Permissions
e Client Application Visble |Add  |Edt | Delete | Use Defauks | Inherted From
P | iAdministrator Profile Defaults) [+ [+ [+ [+ [¥ Global Template Defaults:
Operator Workstation 0 0 0 0 0 Global Template Defaults}
Supervizor Workstationn 0 0 0 0 0 Global Template Defaults}
Baldhet PDA 0 0 0 0 0 Global Template Defaults} (BoldNet PDA]
Baldret Silverlight 0 0 0 0 0 Global Template Defaults} ([BoldMet Silverlight)

Notice that the “Inherited From” column now indicates the “{Administrator Profile Defaults}” settings
derive from “{Global Template Defaults}”. Selecting the “Use Defaults” checkbox directs the system to
acquire settings for the Administrative Profile from the Global Template. The Global Template
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represents the next higher level in the Permissions hierarchy after the Administrator Profile. The Global
Template is also at the highest overall level in the Permissions hierarchy.

Connecting a Specific User or User Group to a
Permissions Profile

In the previous sections of this document, we set Permissions in the Manitou Supervisor Workstation.
We have not yet, however, tied a Permissions Profile to a specific user or user group. You can associate
a Permissions Profile with a user or user group in the Supervisor Workstation.

Connecting a Permissions Profile to a User Group

Perform the following steps to assign a Permissions Profile to a user group:

Open the Manitou Supervisor Workstation.
Navigate to the “Maintenance” menu and click “Setup” and then “User Groups”.
Result: the “User Groups” window displays as shown in the following screenshot:

Wiew W] Edit
Add | Remove | User Groups
—W @ |Jzer Group: 0

1 - Admirnistratar i D ezcription: |System

2 - Supervisor Security Restictions

3 - Operator Dealer I—Ll

4 - Data Entry ’

5 - Trainee Branch: -

£ - Dealer Aecess: | =]
Alarm Hatdling: | =
Accounts Uger 1D Jdmin | J

Profiles

Permission Profile;  [Administratar |

Permissions are defined for user groups in the “Permissions Profile:” field. Click the dropdown menu to
display a list of available Permissions Profiles as shown in the following screenshot:
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Prafiles

Permizzion Prafile: [ﬁm ﬂ

Administrator #
admirigtrator bwa

Options BOLDMET MO O%S /505 =
7. W Give audio beep if Eﬁ:ﬁi:ﬁﬂcnwm

ﬂ [ Canchoose own p| 0ealer

Full Access

Full Access [Read Only) v

b axirnum logged on ting

You can either add a new user group or change the Permissions Profile for an existing one. When you
finish applying a Permissions Profile to the users group you want, click “Save”.

Connecting a Permissions Profile to a Specific User

Perform the following steps to assign a Permissions Profile to a specific user:
1. Open the Manitou Supervisor Workstation.

2. Navigate to the “Maintenance” menu and click “Setup” and then “Users”.
Result: the “User” form displays as shown in the following screenshot:
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Ll zer

g Uzer 1D 1
M arne: |Usger &
Contact Paint: |
Estensior: |

Securnity Bestrictions

Uszer Group: |Administrator |

Permission Profile:  |Full Access |

Dealer: | |

Branch: | |

Acoess | =]

Alarm Handling: | ﬂ

Accounting Acocess: |<L| zer Eroup's Access j
Options Locales
e High Priarity: lﬂ_j

Lona Priarity: IIZI_iII

[ Alarm Queue Bead Only
v Al (M

3. Click “Edit”, and then click “Add”.

Pazsword |nformation

Change Interval: Mever -

®

Pazzword:

®

Canfirm Pazsword:

[v Change at nest logon

[ Locked Until | | |omoo
Locale: [English [United States] v |
Country: |L|niteu:| States of Amenica ﬂ
Alternates: [[] Canadian Englizh

[ Irigh Englizh

[[1 Metherland

[[] Mew Zealand English

[ russian

[C] English [United Stat...

Result: the “Add User” window displays as shown in the following screenshot:

Add User
I

t ame: |

k. Cancel

Enter a user ID into the “ID:” field.

Note: the user ID you enter here must match the ID entered when the account was first added

in the Manitou Operator Workstation.
Enter a name into the “Name:” field, and then click “OK”.
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™~

Result: the “Add User” window closes and the user you added now displays on the “User” form
as shown in the following screenshot:

Add | Remaove |

T-User &,

1973 - Doug

2 - Odin

3-Tam

4-UserC

AMYL - Amy Condon

BLAH - &

BOLD - Bold Technologies:
BRAMNCH - Branch Restricted
CaMala - CAMADA,

CHRIS - Chiztopher

DaTa, - Drata Entry

DEALER - Dealer 0007

DEEL - Dee Lane

GH - George's testing 1D
GHM - Pazzword expires Mont
GHTEMP - Testing resetting p
GHTEMPZ - Test 3 resetting p
JULIEAS - Julie Adams

MATTH - Matt M arowski

MEL - Mel Test

MIKE - Mike Taylor

MHEW - Mew User

MEW2 - Wew Uzer #2

HEWS - New Uzer #3

HIALM - Mial b acDionald
OPER - Operator Login
READOMNLY - Alarm Qusue re.
TESTT - test

USERE -UserB

WAE - wiwme Branch

TaMNMNA -Yanha Test

Enter a password for the user into the “Password:” field.

Uzer

€

Password Information

@ Change Interval:

Mewer hd

——

Password:

Confirm Pazzword:

User ID: 1973
Marne; |Doug
Contact Point: [
Estersion: |

Security Restrictions

Options

[~ Change at next logon

Uszer Group: |

Permnizzion Profile:
Dealer:

Branch:

Access: |

Alarm Handling: |

Accounting Aocess: |<User Group's Access>

High Pricrity:

o
e

Lo Pricrity:

[ Alarm Queue Read Only

[ Aullow b4

[~ LockedUrtl | | |oo:00
=
Jid|
=
|
=
Locales
Locale: |English [United States) ﬂ
Couritry: [United States of America |
Alrermates: [ Canadian English
[ Irish English
] Metherland
[] New Zealand English
[ russian

] English [United 5Stat...

Enter the password again into the “Confirm Password:” field.
If you want to assign the user to a user group, select the group from the “User Group”

dropdown menu as shown in the following screenshot:

Security Bestrictions

Ilzer Group:

Permizzion Profile;

Dealer:
Branch:
Ancess:

Alarm Handling:

T R

|

Izer Group | D ezcription

0
1
2
3
4
]
[
¥

Sysztem
Adrminiztrator
Supervizor
Operator
Drata Enkry
Traines
Dealer

test

TR T T O T

Select a Permission Profile from the “Permissions Profile” dropdown list as shown in the

following screenshot:

Manitou and BoldNet Permissions Guide | 22



Security Bestrictions

User Group: |test =]
Permission Profile SR Rie 0= =
Diealer <Mo Profile: .-\
: <Uszer Group's Profile: _
Eranch: Adriniztrator =
adriniztrator bwo L
Arcess: BOLDMET WO w5 /5WwWS L
- Cust-T et Aductivity -
Alarm Handling: Data Entry [
Accounting Access: '|:_:|E'::3|IEI hd

Note: remember that Manitou Permissions settings are hierarchical. This means that
Permissions settings with superior hierarchical priority negate settings with lower priority. For
example, you can assign both a user group and a specific Permissions Profile to a user on the
“User” form. If the specific Permission Profile conflicts user group Permissions settings, the
specific Permission Profile takes precedence over the user group setting because it has superior
priority

10. Click “Save”.

Web Membership

Adding a New Web User in Manitou

Perform the following steps to add a new Web user in Manitou:
1. Open the Manitou Operator Workstation.

2. Open the Customer for whom you want to add a new Web user.
3. Select the “Contact List” option from the Jump To menu as shown in the following screenshot:

Jurmp Tao @

) Customner

) Details

) Optionz

) Spstems

) GPS Tracking
O Services

) 0/C Schedules
® Contact Lizt
) Call Lists

) Attentions

EAEICTEIE1E:

Result: the “Contact” form displays as shown in the following screenshot:
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Contact

- Q‘.S Contact g Contact 1D
Amy Test M arme: | J
Big Bob

- ﬁ Custarner Type | ﬂ

}I Doug Test [1973] Title: T | Suffi: i

—|-#% Branch

Savannah [1] Jas Vi |
é.ﬁ.gency Birthday: [ Suppress
= Avthority

Police 4343 [4349] Access

[ Pemizsions Suspended

[[] Can Open/Cloze ‘Within Schedule

[] Can Open/Claze Within Temp Dpen Window
[] Can Open/Claze Anytime

[[] Can Cancel Alarm

[] Can iutharize a 5 chedule Changs

[[] Can Put Entire Custormer O Test

[[] Can Put Designated System/&reas On Test
[] Can Edit Custamer

[[] Can Give Ot Customer Information

Pazswords
@ Pazzwaord: Opervaice 1D:
Weh Access 1D: tdaw Test Time: I} j
Wieh Profile: = Temp Open Time: |0 :ll
Aovailability
Eg alid Fram: Tar
Inactive From: To

4. Select the contact for whom you want to add a new Web user from the Navigation Tree.
5. Click the Web Membership icon near the Jump To menu as shown in the following screenshot:

Result: the Web Membership form displays as shown in the following screenshot:

Wieb Membership - BoldMet User Accounts

Q2

[
=T
[l
[kt
B

| Username | Email Full Mame | Lacked ‘ Last Lockout D ate Last Lagin Date Last Password Cornment

K

6. Click “Edit”, and then click the “Add” button that displays on the Web Membership form (not
the “Add” button directly above the Navigation Tree).
Result: the “Web Membership User” window displays as shown in the following screenshot:
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13.

|
|
] Comment:

Web Membership User

dzer Account Detailz

Ilzermame: || *
Full M amme:
Email: *

Ilzer Account Secunty Details

Paszward:

| *
Confirm Password: |
Security Question: | *
Secunty Angwer: | *

[ Locked Out

b anitou Credentials
Web dccess [D: 11N
Paszword: PLURPLE
Ok Cancel

Enter a name for your new Web user into the “Username:” field.
Enter an email address for your new Web user into the “Email.” field.
Enter the Manitou password for your new Web user into the “Password:” field.

. Enter a security question into the “Security Question:” field.
. Enter the corresponding answer into the “Security Answer:” field.
. Click “OK".

Result: the new Web user you added now displays on the Web Membership grid as displayed in
the following screenshot:

“[BigBob | dougm@boidgroup.com 'Big OF Bob =

Click “Save”.
Result: the “Customer Comment” form displays as shown in the following screenshot:
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Customer Comment

Enter comment for changes below

[v bdark far Master File re-print

Ok

Cancel

14. Enter a comment for the Customer changes you made, and then click “OK”.

Editing a Permissions Profile for a Web User

In the following example, we will modify the Permissions Profile for our Web user from “Full Access” to
“Data Entry”. The Permissions Profile modification in this section is presented as an example only.

Perform the following steps to edit a Permissions Profile for your Web user:

1. Open the Manitou Operator Workstation.

2. Openthe Customer or Dealer for whom you want to edit a Permissions Profile.
3. Click the “Contact List” option from the Jump To menu as shown in the following screenshot:

Jurmp Ta &

2 Customer

2 Details

2 Options

2 Systems

23 GPS Tracking
2 Services

2 0/C Schedules
@ Contact List
2 CallLists

2 Altentions

(B D[ H &
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Result: the “Contact” form displays as shown in the following screenshot:

Wiew

BF Fortac

Ay Test

BigBob

=M%} Customer

Doug Test [1973]

= i}. Branch

.8

Savannah [1]

Agency
Authority

Police 4343 [4343)

Contact

id

Access

Pazzwords

Ayailability

Mew Edit
Contact [0
M arne: | J
Type: | |
Tithe: [ Elsuiw | EZ]
Job Title: |
Birthday: I—_l [~ Suppress

1 Permizzions Suspended

[[] Can Open/Cloze Within Schedule

[ Can OpendCloze Within Temp Open Windaow
[ Can OpendCloze Anytime

[[] Can Cancel Alarm

[[] Can Autharize a Schedule Changs

[[] Can Put Entire Customer On Test

[ Can Put Designated System/éreas On Test
[ Can Edit Customer

[[] Can Give Out Customer Information

Pazsword: Opentoice |D:
Web Access (D b an Test Time: 1] j
Wweb Prafile: = Temp Open Time: |0 j

Walid From: Ta
Inactive From: Ta

4. Select the “Contact” for whom you want to edit a Permissions Profile from the Navigation Tree
as shown in the following screenshot:

3

L)
Y

3

Contact

Ay Test

Big Bob

Cuztomer

Doug Test [1973]
Branch

Savannah [1]
Agency

Authornby

Palice 4349 [4349]

Result: the “Contact” form displays as shown in the following screenshot:
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Wiew Mew Edit

| | Contact

- %Euntact g Contact 10

Ay Test M ame: |Big Bob

Al . [Kephold =1
- mEustnme Ype: FANCICET

}Daug Test [1973] o Tie =] suffic =

—-#% Branch -

Savannah [1] J Job Title: |

éﬁ.genw Birthday: [ Suppress

= Atharity

Folice 4343 [4343]

] Permissions Suspended

Can Open/Close YWithin Schedule

[[] Can OpendCloze “within Temp Open Window
[ Can OpendCloze snytime

Can Cancel Alarm

[[] Can autharize a Scheduls Change

[[] Can Put Entire Customer On Test

[[] Can Put Designated System dreas On Test
[[] Can Edit Customer

[[] Can Give Out Customer Information

Pazzwords

@ Password: W Dperivaoice [D: l—
Web Access 1D m ax Test Time: IDij
Web Prafile: Full &ccess = Temp Open Time: IDij
Avreailability
EE Walid Fram: T [ -]
Inactive From: I—_l Tar I—_l

Click “Edit”.

Select the Permissions options to which you want your Contact to have access in the “Access”
area of the form.

Select the new Web Profile you want to assign your Contact from the “Web Profile:” dropdown
menu as shown in the following screenshot:

Wweb Profile: M—Ll Temp Ope

adrinistratar bao ~
4 BOLDOMET MO O%'S A5Ww'S
" alid Fram: Cust-T st/ ctivity =
Drata Entry L
Inactive Fram: Dealer
Full Azcess
Full &zcess [Read Only)
JRS W
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8.

9.

Note: the Web Profiles listed here are the same as those listed in the “Profiles:” dropdown
menu on the Manitou Supervisor Workstation Permissions form. Please refer to the “Adding a
Permissions Profile” section in this document for more information on adding a new Permissions

Profile.
Click “Save”.

Result: the “Customer Comment” window displays as shown in the following screenshot:

Enter comment for changes below

Customer Comment

[v Mark far Master File re-print

Ok

Cancel

Enter a comment to reflect your changes to the Customer, and then click “OK”.
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